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摘要

量子金鑰分配協定起源於1984年，學者Bennett和Brassard提出第一篇基於單光子之量子金鑰分配協定。量子金鑰分配協定使兩位參與者能夠藉由量子物理特性來共享一把金鑰。然而，量子金鑰分配協定假設參與者皆擁有完整的量子能力，在量子設備仍然相當昂貴的現今是非常不切實際的。為了讓降低執行量子密碼協定之門檻，學者Boyer於2007年提出半量子金鑰分配協定。學者Boyer定義了在半量子環境之中，僅有一方擁有完整的量子能力，另一方則是假設為只有受限的量子能力之傳統使用者。儘管半量子金鑰分配協定降低執行量子密碼協定之門檻，但仍然需要透過傳統認證通道(即可以被竊聽但無法被竄改)認證參與者。若無傳統認證通道，則半量子金鑰分配協定無法抵擋偽冒攻擊。有鑑於此，學者Yu等人於2014年提出第一篇認證式半量子金鑰分配協定，達到不需傳統認證通道之目的。認證式半量子金鑰分配協定發表後，吸引了諸多學者們研究以及提出各種認證式半量子金鑰分配協定。


關鍵詞：量子密碼學、半量子、量測回傳環境、量子金鑰分配、認證



Abstract

The first quantum key distribution (QKD) protocol based on single photons was proposed in 1984 by Bennett and Brassard. The QKD protocols distribute keys between two participants based on quantum mechanics. However, QKD protocols typically assume that both participants have the requisite hardware, which is not a practical assumption as quantum computing hardware is prohibitively expensive. With an aim of increasing the accessibility of these protocols for everyone, Boyer et al. proposed the first semi-quantum key distribution (SQKD) protocol in 2007. Boyer et al. specified an environment that involves two types of participants: one with unlimited quantum capabilities and the other with classical capabilities and limited quantum capabilities, where the user Bob is considered a classical user and the user Alice possesses full quantum abilities. Although SQKD protocols increase the convenience of quantum protocols, the SQKD protocols cannot be secured without an authenticated classical channel (i.e., the transmitted classical messages can be eavesdropped upon but not modified). If an authenticated classical channel does not exist between Alice and Bob, then SQKD protocols can suffer from an impersonation attack. Mutual identity authentication is required to prevent impersonation attacks in SQKD protocols. In the light of this, Yu et al. proposed the first authenticated semi-quantum key distribution (ASQKD) protocol in 2014, which does not require authenticated classical channels. After the proposal, miscellaneous ASQKD protocols have been proposed.


Keywords: Quantum Cryptography, Semi-quantum, Measure-resend Environment, Quantum Key Distribution, Authentication 
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